			 




		 



	The CSIAC IA Digest is a semi-weekly news summary for information assurance and software reliability professionals protecting the global information grid. It is transmitted in an HTML-formatted email and provides links to articles and news summaries across a spectrum of IA/SE/DIO/IW topics.
The Cyber Security and Information Systems (CSIAC) Information Assurance Digest
The Cyber Security and Information Systems IAC: The Defense Technology Information Center (DTIC) sponsors the Cyber Security & Information Systems IAC (CSIAC) for DoD. CSIAC will serve as a Center of Excellence for the DoD in Cyber Security, Software Engineering, Information Assurance, Modeling & Simulation, and Knowledge Management. Quanterion Solutions Incorporated, located in Utica, New York, operates CSIAC Basic Operations Center (BCO) for DTIC. Visit the CSIAC website to learn more.
CSIAC news: Join the CSIAC Subject Matter Expert Community of Practice. The CSIAC SME Survey has been released! Readers may request participation by emailing info@thecsiac.com.
RECENT HEADLINES:
Big Data and Cloud Computing:
How Big Data Could Help the U.S. Predict the Next Snowden - Defense One
NDI James Clapper; Insider Threat;  Joint Information Environment; Data Mining; Cloud and Big Data, and World of Warcraft?  A good read...
Cyber Security:
Kaspersky Lab Uncovers "The Mask" - Kaspersky Labs
Kaspersky claims "Mask"  or "Careto" is more sophisticated than "Duqu", uses spear-fishing to infect machines and exfiltrate data and keys
MtGox fallout bogs down Bitcoin traders as malleability issue goes mainstream - The Register
Transaction malleability flaw undercuts Bitcoin… more to follow 
Email Attack on Vendor Set Up Breach at Target - Krebson Security
Email was conduit for Fazio Mechanical infection.  Possible Spear-fishing attack suspected
Cyber Warfare:
Attack on US veterans website may have been aimed at military members - PCWorld
More interesting, is that the VFW attack  employed a new zero-day vulnerability in I.E. 10, according to FireEye
Biggest DDoS ever aimed at Cloudflare’s content delivery network - Network Time Protocol attack reached 400Gbps - Ars Technica
Network Time Protocol reflection based  DDoS can be mitigated against, but the size of the attack set a new record
Mobile Security:
Federal Workers Lax On Mobile Security - Information Week
"We have met the enemy, and he is us" - half of mobile device users in Government admit poor security practices
SCADA:
Siemens SIMATIC WinCC OA Multiple Vulnerabilities - ICS CERT
SIMATIC WinCC OA  client-server human-machine interface (HMI) susceptible to "crafted" packet attacks w/o authentication
Air Force Researchers Plant Rootkit In A PLC - DarkReading
Air Force Institute of Technology Center for Cyberspace Research roots Rockwell Automation Programmable Logic Controller, weak supply chain could provide vector
CSIAC COMMUNITIES OF INTEREST:
Systems and Software Producibility Collaboration Environment (SPRUCE) - CSIAC
SPRUCE is an online collaborative Forum for describing CS and SE challenging problems, assembling cannonical data sets, and  proposing models and solutions. CSIAC invites free use of this environment by  the academic, defense-industrial-base, and Government user community. Please Contact Tom McGibbon at tmcgibbon@quanterion.com
The Cyber Shield Newsletter - New Mexico CounterIntelligence Working Group (NMCIWG)
The Cyber Shield is a Cyber Newsletter for Counterintelligence, IT and Security Profressionals associated with DoD and USG agencies. There are Distribution constraints. If you would like to subscribe, please contact Dr. Paul Losiewicz at plosiewicz@quanterion.com
Cyber Security of Critical Infrastructure - Department of Homeland Security 
CSIAC serves on the EO 13636/PPD-21 Research & Development (R&D) Working Group (WG) run by DHS S&T. If you would like further information, contact Dr. Paul Losiewicz at plosiewicz@quanterion.com
Software Assurance Community of Practice (SwA COP) - CSIAC
CSIAC serves on the DoD  Software Assurance Community of Practice Working Group. For further information contact Taz Daughtrey at hdaughtrey@quanterion.com
POLICY RESOURCES:
Committee on National Security Systems (CNSS) - Committee on National Security Systems
DHS Cyber Security Strategy ("Blueprint for a Secure Cyber Future", 2011) - Department of Homeland Defense
DoD COI Governance and Guidance - DoD Chief Information Officer
DoD IA Portal (Defense Knowledge Online) - Department of Defense
Requires CAC to access
Trustworthy CyberSpace: Strategic Plan For The Federal Cybersecurity Research and Development Program - NITRD
SANS SCADA and Process Control Security Survey - SANS
GAO-13-187 Cybersecurity - GAO
DoD Cyber Domain Resources - DoD
CSIAC Information Assurance Policy Chart - CSIAC
Updated February 4, 2014
GUIDANCE:
Administration's Strategy to Mitigate the Theft of U.S. Trade Secrets - The White House
White House Economic Cyberwarfare Strategy
DoD Commercial Mobile Implementation Plan - DoD
Update to DoD Mobile Device Strategy
CNSS Advisory Memorandum Information Assurance 01-12 6 June 2012 - CNSS
NSA-Approved Commercial Solution Guidance
Bring Your Own Device - The White House
A Toolkit to Support Federal Agencies Implementing Bring Your Own Device (BYOD) Programs - August 23, 2012. Product of the Digital Services Advisory Group and Federal Chief Information Officers Council
Department of Defense Strategy for Operating in Cyberspace - Defense.gov
July 2011: DoD's five strategic initiatives
GAO February 2013 High Risk Update - GAO
GAO recommends assessment of government-wide material weakness in information security be upgraded to a significant deficiency for 2 consecutive  years (p.189) 
NEW! Framework for Improving Critical Infrastructure Cybersecurity - National Institute of Standards and Technology
NIST Framework published February 12th 2014 
NEW! ISO Standards on Vulnerability Handling and Disclosure - Internet Storm Center 
Two new ISO standards for vulnerability verification and reporting
FEEDBACK FROM THE LAST IA DIGEST:
Most Popular:
Target's point-of-sale terminals were infected with malware - ComputerWorld
Point of Sale terminal malware blamed, may have been an inside job, credit card Track 1 and 2 data taken, PINs supposedly still encrypted.
Critical Backdoor in Linksys and Netgear routers found - NetSecurity
Factory reset vulnerability allows access via default admin account and password
CSIAC Information Assurance Policy Chart - CSIAC
Updated February 4, 2014
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